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Propulsion is an online security application that is strategic  in nature. It
provides a SIMPLE, SECURE, and FAST way to develop and execute a mature
roadmap. The result is that your program maturity level is improved

significantly and quickly by delivering the necessary control required through
three primary benefits:

| Visibility 1 access into key areas in & outside your organization

i Order - adisciplined repeatable process that is scalable instantly

i Technology 1 that maximizes your people and budget resources
No one and nothing can make your or ganization totally secure, but
Propulsion can help you reach optimal security by putting you in control.
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Background 1 Validation
Experience
Multiple founding members of our team have spent the last 15 years plus in the trenches

working side by side on hundreds of security pro
fortune 500 and global 1000 companies. We have worked with the governments of some

of the largest nations in the world. Our team has done everything from top to bottom in
security programs and from  archi tecture to incident  response. They have seen everything
there is to see. Here are just a few of the organizations our consultants have worked with

prior to launching Delphiis, anindependent software company

K
CLA H i EN T coy SecureWorks
A GE Healthcare Company . =
@ TOYOTA w UnitedHealthcare

&

Qlews Corporation PAC[F]C LIFE , Pacj.ﬁCare'/

Response
There were a couple large takeaways as a result of working with these and many other
organizations, 0 ne being that security professionals need
much . One team member,  Mike Gentile, even coauthored the book on the topic, The CISO

Handbook . The book is now used in many major university MBA programs. The booked
spawned the creation of CISOHandbook.com, the figotod weth foi Cl1 S O & s a portal
for security professionals and they have a handful of C | S Ofiosn major organizations

signing up daily.

The second takeaway wast he realization of how similar each scenario was . Although there
are many details that made each circumstance  unique , we found that we were seeing the
same things over and over. No matter how different the organizations were, they all
suffered from the same basic problems.

Delphiis began in an effort to help overcome the core problems that most security leaders

have in common . You are not alone and your problem is not unique , but it is still a very
real problem.

What challenges do you share in common with other security leaders?
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The Problem T The Environment
I nformation sharing is grow ing exceedingly faster than the ability to secure it . The real
problem is not the security leader. The real problem i s the environment.

The core characteristics that we continually see in the environment all appear to trace back
to three issues:

1. Information

Information overload sets in because there is just too much data for any one person to
absorb. On top of that, getting any good external comparable project level data from
other security leaders is very rare . This information issue  ultimately results in poor
visibility.

2. Resources

The standard operating procedures ] for Security |l eaders are -fiove
f undeAhyguestions? | f youbre not sure what weakingedam witht r vy
your finger.

3. Translating  finding s to fixing

There are plenty of consultancies and technologies that help find vulnerabilities, run audits,

and complete scans. In fact, available GRC solutions and other related technologies have
exploded in popularity. As a result of this, the amou nt of findings in the average
organization has also exploded. What has not changed though is an increased ability to
translate these findings into actionable remediation projects, get support for these
remediation efforts, and then implement them. The end result is a security system that is
out of balance, and often viewed as un -successful. In other words:

AAcqui ri ngGR&L sautioa a tor vulnerability technology without a compensating
ability to fix the findings they produce, will actually make your security system WEAKER . 0

Put it all together and what do you get?
The classic example is when the CISO and either senior management or the board are at
odds. We are called in to fix things when there is a major incident or just a project outside
the skill set of their team. In the process of remediation , we resolve the immediate issue
and report that there wildl need to be additional
the same issue reoccur. The fundi ng is then approved for something that has been
requested by the security leader for months or even years.

There are thousaoudisherfe CWwiStOldo spr ograms t hat are suf

fault. Unfort unately , the security leader is  the one who takes the hit and the organization
as a whole does not move forward.

Does this sound anything like your environment?
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Why? 1 To Overcome, Itis Essentialto Underst and

The Root Cause is Infancy

The environmental problem exists for a few major reasons. First, if the Information
Security industry has even left infancy, then it has just barely reached its adolescence.
Second, there is very little in the way of applications that help you to move away f rom a

project -by-project appro ach (or reactive) . With the project -by-project approach you can
NEVER get ahead or stay ahead . You are stuck, always attacking the problem in front of
you. You do not have enough time or resources to look at the bigger picture , make a
strategic plan nor im plement it.

Why Resources are Scarce
Resource acquisition happens the same way in every Resource
department of every organization in every industry. Acquisition
Somehow we have either forgotten this or just failed
to execute it well as an industry. It works like
dominoes; the next steps never fall into place without
initiating the first step.

Step 1: Communication of t he #AWhyo
Step 2: Understanding of t he AWhyoOo

Step 3: Ownership of Need

Step 4: Proper Funding Decisions =

Why Information is Crippling U S
The n ature of the beast is a constant flow of data , but more so because there is not a
repeatable scalable process or mechanism for capturing a myriad of different types and

quantit ies of data.

Also inherentto  ourindustry is a somewhat protective neurosis. There is no good data out

there on what others are doing in similar organizations at a project level  that would give
us insight to what would be best practices , U nless you are paying a consultant to do it for
you.

Why Finding is not Translating to Fixing

The ability to translate all findings is inhibited by the amount of data, which leads to the
inability to organize and process all the data . Also , there is a skill set insufficiency because
the experience required would be EXTREMELY broad . Finally, so far no mechanisms exist
to turn findings or risks into actionable or fundable projects .

Are you struggling to get alignment with decision makers or to get funding?
or

Are you currently aware of ALL the projects your program needs to be doing?
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The Solution T Therels One

Since the #fAPr oj eapptoach ywill Pnlyokeep gou tunning around

putting out fires, what will it take to get you ahead ? The Portfolio
Management approac h is the only answer. To accomplish this you need a
few key things:

Change the Goal
Move the goal from fAabsolute security 0 or fiputting out fires 0 to,
significantly and quickly raising your program maturity level to
AOptimized. O

Get Organized
Get a Il your info, findings, risk, projects, budget, etc. in one place

Geta Process

2. Translate Security Risk You must get a disciplined

(into Business st repeatable process that takes

ECREYIROSaNM your entire security program
Recommendations & Solutions and maps it out. You need your

Risk Rated Security .

Project Portfolio security department to start
functioning as a complete
system. (As shown in The

1. Identify Risk Issues 3. Prioritize Effort System of Security Diagram)
DAILY OPERATIONS The System PRIORITIZE PORTFOLIO
Security Issues and Risk of Security Management Improve Your Story T elling
Audits * Assessments ¢ 5
Regulations + Detective Controls Business Decisions You must be able to Effectlvely
Y communicate t he

decision makers

4. Risk Mitigation

Guidance
& Direction

Executed Projects
& Initiatives

MANAGEMENT & PMO Demonstrate Progress

Once you have your system you
can and must show your
J, progress.

Coordinated & Managed Effort

Propulsion is a one of a kind strategic solution that provides all of this and more

The Result 1T Control

The result is a clear ly defined and agile roadmap that raises your program maturity level to
Optimized . Control is confidently transitioning from finding to fixing , to prioritizing , to
mitigating risk , and repeat ing the process with order and discipline , all with the support of
senior management

What would it mean to your organization if you could accomplish all this?
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